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HONEY !? WHERE IS MY POS ? 
Botconf 2015 – Marc Doudiet 



#WHOAMI 
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CYBER FUSION CENTER 
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#WHOAMI 

Senior Security Analyst, Kudelski Security in our 

“Advanced SOC” 

Hunting, malware reverse engineering, forensic 

investigation 

Focus on complex threat groups 
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GOAL OF THIS RESEARCH 

Credit card breaches are widespread but by nature 

confidential  Get more insight on techniques, tactics 

and procedures (TTP) regarding Point-of-Sale (POS) 

attacks 

Get data on possible detection mechanism 

Propose requirements for POS honeypot 

BONUS: If lucky, attract unknown malware 

 



POINT OF SALE MALWARE 
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WHAT IS A POS 

The point of sale (POS) is the time and place where 

a retail transaction is completed (wikipedia) 

Used in retail industry and hospitality industries 

Could be hardware based 

Can also be installed on a standard operating system 

(for eg. Windows) << what I choose for the honeypot 
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POS MALWARE TIMELINE (NOT EXHAUSTIVE) 

First public POS breach Feb 2002 (keylogger) 

 

RAM scrapper disclosure: 

Dexter (December 2012) 

Vskimmer (March 2013) 

BlackPOS aka “mmon” (2013) 

Alina (March 2013) 

ChewBacca (December 2013) 

NewPosThings (September 2014) 

… 

 https://labs.opendns.com/pos-breaches/ 



HONEYPOT – LEVEL 1 
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INFRASTRUCTURE 
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DASHBOARD (MOLOCH) 
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DASHBOARD (SELKS) 
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DASHBOARD (OSSEC) 
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SETUP OF THE HONEYPOT 

Windows 7 

POS software (doesn’t matter which one) 

RDP enabled 

Weak passwords 

Fake website selling leather stuff (same IP as the RDP) 

Reverse DNS showing “POS” in it 
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WEBSITE AND STOCK 
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FIRST INFECTION 

After 3 hours I got a hit ! 
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ANALYSIS 

Traffic 

Seeing the honeypot connecting with RDP to other 

hosts (?) 

Not seeing traffic to a CnC 

Host based 

New binary on the host  let’s check 
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BINARY 

Binary is “morto” 

Worm spreading since 2011 

Trying to brute force weak passwords 
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BINARY 

Binary is “morto” 

Worm spreading since 2011 

Trying to brute force weak passwords 



HONEYPOT – LEVEL 2 
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REVIEW THE WORDLIST 

Thanks to @xylitol and Patriq for hints and a wordlist 

targeting POS 

Username: pos 

Password: pos 

 

Maybe I could figure it out by myself … 
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ENABLE NLA 

“Network Level Authentication is an authentication method that can be used to 

enhance RD Session Host server security by requiring that the user be 

authenticated to the RD Session Host server before a session is created.” 

(technet.microsoft.com) 

 

Basically, “Morto” worm cannot authenticate when NLA 

is enabled (maybe was coded before) 
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STILL WAITING …. 

Much better as I didn’t get any lame worms 

Not sure that the tools used for brute-force attacks can 

handle NLA (hydra and medusa doesn’t seems to work 

…) 

After 1 week, no connections … 

 

Started to infect the honeypot with published samples 

(Alina, Jackpos, Dexter, …). Maybe they will try to 

connect to the host to move laterally … 

Seems that they just wait for Credit Card numbers to pop up 

on their panels 

Didn’t see connections on RDP after infection 
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LET’S START AGAIN FROM THE BEGINNING 

Infrastructure is working (Mitm, traffic dump, OSSEC) 

Worms are no longer disturbing 

Server is hosted in Germany …. 

 

Wait, Germany implemented “Chip and PIN” a long time 

ago … 

RAM scrapper is less interesting if you need the PIN 

 

Let’s move it to the US ! 
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INFRASTRUCTURE (RELOADED) 
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INFECTION ! 

Run for 3 days and get infected 

Infection vector was brute-force attack 

Installed a malware (“Dexter”) … but wait … this sample 

is 6 month old from VT ! 

 

 

 

 

 

Even didn’t change the filename “kerberosdrv.exe” 
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INVESTIGATION 

Confirmed brute-force attack on RDP 

Connected to an FTP to download sample 

Sample sends keystrokes to the CnC (Dexter) 

Remote memory dump with “Grr” 

CnC IP was flagged 6 months ago as an “Alina” panel 

 

https://cymon.io 

https://www.virustotal.com 
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INVESTIGATION 

CnC’s IP was also hosting a lot of phishing websites 

(data from VT): 
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INVESTIGATION 

CnC gives an error message (405 “Method not allowed”). 

 

The keylogged data is sent back in the error message 

(very useful when you don’t have a keylogger on your 

honeypot): 
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INVESTIGATION 

Able to follow what the attacker has done: 

 

 

 

 

• “net view” 

• “net user” 

• “get kerberosdrv.exe”  Dexter sample 

• “get fgdump.exe”  hashes dumper 

• “get readpsw56.exe”  get LSA secrets 
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COMBO INFECTION 

I started to install a domain controller to see if the attacker 

would start to move laterally … but got infected again, this 

time by a different type of attacker … 

• Installed a lot of software (Chrome, Firefox, Ccleaner, 

win rar, …) 

• Installed all the updates from Windows (WTH?) 

• Installed a proxy tool named “socksescort” 
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SOCKSESCORT 
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SOCKSESCORT 
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SOCKSESCORT 
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SOCKSESCORT 
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RANDOM BINARY FOUND ON ONE HONEYPOT 

Port scanner 
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RANDOM BINARY FOUND ON ONE HONEYPOT 

Even downloaded mimikatz from github ! 
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BINARIES 

Dexter 

Alina 

Keylogger (perfect keylogger , …) 

Chewbacca 

Windows hash dumper (fgdump, …) 

Psexec (official binary) 
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BINARIES (SUITE) 

Majority already on virustotal or seen in public reports 

Compilation timestamps are generally more than 1 year 

old 

Some samples not found on virustotal have a 

compilation timestamp of 2011-2012 (flagged as “Sality”) 

 

 



T L P : W H I T E  40 ©2015 KUDELSKI GROUP / All rights reserved. 

ATTRIBUTION – WARNING ! 

<start> 

Password was a word in Romanian 

</stop> 
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NEXT STEPS 

Industrialization of the deployment 

Install near a real POS 

Use it as a detection system ! (internal, near real POS, 

…) 

Expand the network with active directory, etc … 
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CONCLUSION 

Doesn’t look like very professional (looks more like an 

affiliate) but can still do a lot of damage 

Still very interesting even if the binaries were not 

completely new 

Brute-force attack on RDP is still an attack vector (as 

well as VNC or pcanywhere) 

Most binaries were detected by AV 

Traffic was almost always flagged by an IDS with 

standard rules 

 

Just need someone to look at the alerts ! 
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