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#WHOAMI

o Senior Security Analyst, Kudelski Security in our
“Advanced SOC”

o Hunting, malware reverse engineering, forensic
Investigation

o Focus on complex threat groups
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GOAL OF THIS RESEARCH

o Credit card breaches are widespread but by nature
confidential > Get more insight on techniques, tactics

and procedures (TTP) regarding Point-of-Sale (POS)
attacks

o Get data on possible detection mechanism
o Propose requirements for POS honeypot
o BONUS: If lucky, attract unknown malware
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POINT OF SALE MALWARE
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WHAT IS A POS

The point of sale (POS) is the time and place where
a retail transaction is completed (wikipedia)

o Used in retall industry and hospitality industries

o Could be hardware based

o Can also be installed on a standard operating system
(for eg. Windows) << what | choose for the honeypot
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POS MALWARE TIMELINE (NOT EXHAUSTIVE)

First public POS breach Feb 2002 (keylogger)

RAM scrapper disclosure:

o Dexter (December 2012)

o Vskimmer (March 2013)

o BlackPOS aka “mmon” (2013)
Alina (March 2013)

ChewBacca (December 2013)
NewPosThings (September 2014)

https://labs.opendns.com/pos-breaches/
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HONEYPOT - LEVEL 1
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INFRASTRUCTURE

Moloch
(record all traffic)

N
v

" Suricata (SELKS)

/ Port TCP 3389 (RDP) open

) mitmproxy

©

S
-

=
Mitm prox
BIND forward / Py
and log DNS

requests

& OSSEC
Agent
installed

-

Honeypot (Windows 7
with POS software installed)

KUDELSKI
SECURITY

N~

TLP:WHITE ©2015 KUDELSKI GROUP / All rights reserved.



DASHBOARD (MOLOCH)
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DASHBOARD (SELKS)
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DASHBOARD (OSSEC)
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SETUP OF THE HONEYPOT

Windows 7

POS software (doesn’t matter which one)

RDP enabled

Weak passwords

Fake website selling leather stuff (same IP as the RDP)
Reverse DNS showing "POS” in it
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WEBSITE AND STOCK

' — . . Home Leather Jacket Aviator
e
Leatherl Jacket Aviator

€350.00

New Products ...
All Products ...

Aviator style for woman

New Products [more]

R

Jacket Aviator
€350.00

larger image

ews [ e]
® 2 Units in Stock
@ Add to Cart: |1

Write a review on this Add to Cart
product.

Item #  Ttem Name Cepartment  fein Description (RSO Inventory Ttem Deta
1 leather jacket - men  System Jacket keather - brown or black (Aviator style) Coat FUI’
2 Coat Fur System Coat with hood Item Number: 2
Basic Info v

# Trwventory
T Systom

llem Descrption Coat with hood

dar on $500,00

e $0.00
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FIRST INFECTION

After 3 hours | got a hit !

THAT WAS TOO EASY
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ANALYSIS

Traffic

o Seeing the honeypot connecting with RDP to other
hosts (?)

o Not seeing traffic to a CnC
Host based

o New binary on the host - let’s check
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BINARY

o Binary is "morto”
o Worm spreading since 2011
o Trying to brute force weak passwords

KUDELSKI
SECURITY @

TLP:WHITE ©2015 KUDELSKI GROUP / All rights reserved.



BINARY

o0 Binary is "morto” L
o Worm spreading since 2Qd4s=*"
o Trying to bustesf&fCe weak passwords
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HONEYPOT - LEVEL 2
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REVIEW THE WORDLIST

Thanks to @xylitol and Patriq for hints and a wordlist
targeting POS

o Username: pos

o Password: pos

Maybe | could figure it out by myself ...
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ENABLE NLA

‘Network Level Authentication is an authentication method that can be used to

enhance RD Session Host server security by requiring that the user be
authenticated to the RD Session Host server before a session is created.”

(technet.microsoft.com)

o Basically, “Morto” worm cannot authenticate when NLA
IS enabled (maybe was coded before)
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STILL WAITING ....

o Much better as | didn't get any lame worms

o Not sure that the tools used for brute-force attacks can
handle NLA (hydra and medusa doesn’'t seems to work

)

o After 1 week, no connections ...

o Started to infect the honeypot with published samples
(Alina, Jackpos, Dexter, ...). Maybe they will try to
connect to the host to move laterally ...

o Seems that they just wait for Credit Card numbers to pop up
on their panels

¢ Didn’t see connections on RDP after infection

KUDELSKI
e o TS




LET’S START AGAIN FROM THE BEGINNING

o Infrastructure is working (Mitm, traffic dump, OSSEC)
o Worms are no longer disturbing
o Server is hosted in Germany ....

o Wait, Germany implemented “Chip and PIN” a long time
ago ...

o RAM scrapper is less interesting if you need the PIN

Let’s move it to the US !
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INFRASTRUCTURE (RELOADED)

BIND forward
and log DNS
requests

Moloch
(record all traffic)

OSSEC ’ ’
Agent =
installed

Port TCP 3389 (RDP) open \ % :’

z ~N

Mitm proxy

Honeypot (Windows 7 Suricata (SELKS) ' ,__..;,
with POS software installed) ;
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INFECTION!

o Run for 3 days and get infected
o Infection vector was brute-force attack

o Installed a malware ("Dexter”) ... but wait ... this sample
IS 6 month old from VT !

& VirusTotal metadata

First submission 2015-04-27 21:11:25 UTC ( 6 months, 3 weeks ago )
Last submission 2015-11-20 18:17:10 UTC ( 20 hours ago )
File names kerberosdrv.exe.vir

kerberosdrv.exe

o Even didn’t change the filename “kerberosdrv.exe”
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INVESTIGATION

O
O
O
O
O

Q

Confirmed brute-force attack on RDP

Connected to an FTP to download sample

Sample sends keystrokes to the CnC (Dexter)
Remote memory dump with “Grr”

CnC IP was flagged 6 months ago as an “Alina” panel

Malware reported by cybercrime-tracker @ 6 months, 2 weeks age
Posted: 08-05-2015

Type: Alina

Malware URL: app111.tv/njss/admin.php

Details: https://www.virustotal.com/en/ip-address/200.63.41.2/information/

https://cymon.io

2015:03-11 xdb.into

https://www.virustotal.com
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INVESTIGATION

o CnC’s IP was also hosting a lot of phishing websites
(data from VT):

centerinc.com

2015-02-16 19:24:10

https://paypcil-center.com/

7/62 2015-02-14 16:10:40  http://www.paypaldatacenter.com/webapps/116/home

3/62 2015-02-14 14,4207 Bt oavncilcenter.com/webapps/mpp/home

< 5/62 2015-02-14 13:48:16 htip://paypaldatacenter.com >

6/62 2015-02-13 1/:16:58  hitp://www.paypaldatacenter.com/webapps/116/
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INVESTIGATION

CnC gives an error message (405 “Method not allowed”).

The keylogged data is sent back in the error message
(very useful when you don’t have a keylogger on your
honeypot):

I 16:18:20 FOST
Response
.24 OpenSSLA1,0,0-fips mod_bwlimited/1,4

B A S WA )

e, no-cache, must-revalidate, post-check=0, pre-ch

[m:Auto]
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INVESTIGATION

Able to follow what the attacker has done:

« “net view”

« “net user’

« “get kerberosdrv.exe” = Dexter sample
+ “get fgdump.exe” - hashes dumper

« “get readpswb6.exe” - get LSA secrets
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COMBO INFECTION

| started to install a domain controller to see If the attacker
would start to move laterally ... but got infected again, this

time by a different type of attacker .

 Installed a lot of software (Chrome, Firefox, Ccleaner,

win rar, ...)

 Installed all the updates from Windows (WTH?)
 Installed a proxy tool named “socksescort”

{4y cosetupSil 4129 AM
- E Shockwave_Installer _Slim 5:11 AM
&l Recent Places B socksescort 4156 AM
T wrarS3be 4:40 &M

=l Libraries
T
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Application
Application
WinRAR ZIP archive
Application

6,604 KB
4,910 KB
1,412 KB
1,745 KE
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SOCKSESCORT

United States

"

Default profile

32 TLP:WHITE

v Type

68.185.%.*

Alabama\Birmingham
* charter.com

Uptime:

= 104.3137.%.%

Alabama\Elmore
* . bhn.net

&) “IROIRC

17314 *

Alabama\Florence
* comcastbusiness.net

Uptime:

= 216.100.%.%

Alabama\Fultondale
*.al.us

Uptime:

04:36:09

©2015 KUDELSKI GROUP / All rights reserved.

Alabama\Birmingham
* _charter.com

Uptime:

8923950

Alabama\Enterprise

*.centurytel.net

Uptime:

6B.35.%.*

Alabama\Florence
¥ comcast.net

Uptime:

24.96.%.*

Alabama\Madison
*.knology.net
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SOCKSESCORT

cort v.2.3

| rsey
New Mexico
New York
North Carolina
North Dakota
Ohio
Okiahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota

Tennesses 18

Account information:
I, o ivc.com

License expired: 14 days
EscortDB expired: 15 days
Taken today: 1 proxies
Remained Proxies: 77 proxies

Logout Refresh list

Default profile

33 TLP:WHITE

Type

114.76.%.* I

New South Wales\Baulkham Hills

*.com.au

OO O NC Uptime: 00:01:18

R 321.218.%.*

New South Wales\Chatswood
*.net.au

Uptime: 60:33:55

W 121.218.%.*

New South Wales\Glenhaven
* . net.au

ORCRCORC Uptime:

B 110.147.%.¢

New South Wales\Sydney
* .net.au

&l &l fal Ta Uptime

Ignore

»

BN 220.240.%.%

New South Wales\Blacktown
Favorites

e Illinois\Bolingbrock

== 24.15*%*

e Illinois\Mount Prospect

== 7091.%*

= Oregon\Portland
== 74.93.**%

= Pennsylvania\Hanover
== 17449FF

©2015 KUDELSKI GROUP / All rights reserved.

232:45:16
Ping 111 ms

05:00:09
Ping 120 ms

60:21:04
Ping 174 ms

838:59:59
Ping 128 ms
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*

cort v.2.3
rsey 40 Ping v Type v Uptime History v
New Mexico 6
New York 77 R 114.76.%.% ol 220.240.%.% "
North Carolina i New South Wales\Baulkham Hills New South Wales\Blacktown
North Dakota 2 * _com.au *_com.au
Ohio 1 “ Optime: 00:01:18 CURCHRC MR Uptime: 02:31:48
Oklahoma 12
Oregon 13 BEM 199 218 ¢+ BT 172.194.%. ol
= ot .
Pennsylvania 59 W0 izl z2is s = v South Wales\Cranebrook
Rhode Island 6 Location information: pet-an
South Carolina 28 2| From: Australia RO Uptime: 169:02:55
South Dakota 7 State: New South Wales
Cityv:
Tenn 18 iy Glenhaven 101.175.%. % .
Time: [N 6:34:11 2M .
Texas %4 o ThToraatiom: ; South Wales\Ryde
Utah 12 : L .175. % %
Hostname: *.net.au
Vermont 4 Delay: 365 ms Uptims: 210:36:22 OO Uptime: 04:30:06
Virginia 35 Last used: Newer used
Type: Private service. Internal. :
.ﬁlad\ington 29 110.32.% % 1
- Blacklists check result:
West Virginia 8 - v South Wales\Sydney
Wisconsin 17 Sp Tow-risk. Com. au
Wyoming 3 Sp SO Uptime: 18:10:14
Ba
- Default profile 1gnf 9
DNBL test To favorites Obtain to
34 TLP:WHITE ©2015 KUDELSKI GROUP / All rights reserved.
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SOCKSESCORT

4 seproxysoft.com v

Latest news
Vi ==
We atzept BITCOIN row
+ Socks manager
€&
+ Network Monitor W pided new paymeni pueway
Pl mosey
» Windows x64 support sttpiperiecimaney con
VMwa =3
’ © suppon Update 2 3 of Sockaliecont avalable:
» Large proxies database [ onsma
Mamtenance on  27sept  0200am.
03 XCam UTC

320 proxies 650 proxies

Advanced B3 Pro 1 year
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RANDOM BINARY FOUND ON ONE HONEYPOT

Port scanner

% KPortScan 30 =] & [
| threads: 400 |3 port: 3389 |&|
3 with port @ append to file
@ without port (") dear file and add

Load ranges

Slow stop

Clear ] : | Start ]
Fast stop
Count of goods:
Current range:
Current progress
l | o
Main progress
| | o
Special for www.proxy-base.org by Kragmiy
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RANDOM BINARY FOUND ON ONE HONEYPOT

Even downloaded mimikatz from github !

/mimikatz/rele: whloa 0,0-alpha-20151113/mimikatz_trunk,zip

ciwi/mimikatz/re whload/2,0,0-alpha-20151113/mimikatz_trunk,zip
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BINARIES

Dexter

Alina

Keylogger (perfect keylogger, ...)
Chewbacca

Windows hash dumper (fgdump, ...)
Psexec (official binary)

O O O O O 04
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BINARIES (SUITE)

o Majority already on virustotal or seen in public reports

o Compilation timestamps are generally more than 1 year
old

o Some samples not found on virustotal have a
compilation timestamp of 2011-2012 (flagged as “Sality”)
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ATTRIBUTION — WARNING !

<start>

Password was a word in Romanian
</stop>
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NEXT STEPS

o Industrialization of the deployment
o Install near a real POS

o Use it as a detection system ! (internal, near real POS,

)

o Expand the network with active directory, etc ...
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CONCLUSION

o Doesn’t look like very professional (looks more like an
affiliate) but can still do a lot of damage

o Still very interesting even if the binaries were not
completely new

o Brute-force attack on RDP is still an attack vector (as
well as VNC or pcanywhere)

o Most binaries were detected by AV

o Traffic was almost always flagged by an IDS with
standard rules

o Just need someone to look at the alerts !
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