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ANDROID MALWARE STATISTICS

The geography of Android malware infection attempts in Q3 2015

* We eliminated countries from this ranking where the number of users of Kaspersky Lab’s mobile security product is lower than 10,000.

** Percentage of unique users attacked in each country relative to all users of Kaspersky Lab’s mobile security product in the country.

Top 5 counties attacked by Android malware

# Country * % of users attacked **

1 Bangladesh 22,57%

2 China 21,45%

3 Nigeria 16,01%

4 Tanzania 15,77%

5 Iran 13,88%



ANDROID MALWARE STATISTICS

The number of new Android threats
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ANDROID MALWARE STATISTICS

Distribution of Android malware by type
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A NEW TREND IN THE ANDROID MALWARE WORLD

In 2015, we have seen a steady 

growth in the number of Android 

malware attacks that use 

superuser privileges (root 

access) on the device to achieve 

their goals

Five of the ten Android threats in 

the TOP 10 in Q3 2015 are the 

“rooting malware”. It’s about 40% 

of all Android malware detected

by our products .

# Name % of attacked users

1 Trojan.AndroidOS.Rootnik.d 15,7%

2 Trojan-SMS.AndroidOS.Podec.a 11,7%

3 Trojan-Downloader.AndroidOS.Leech.a 9,5%

4 Trojan.AndroidOS.Ztorg.a 8,7%

5 Exploit.AndroidOS.Lotoor.be 7,8%

6 Trojan-Dropper.AndroidOS.Gorpo.a 5,2%

7 Trojan-SMS.AndroidOS.Opfake.a 4,8%

8 Trojan.AndroidOS.Guerrilla.a 4,6%

9 Trojan-SMS.AndroidOS.FakeInst.fz 4,1%

10 Trojan-Ransom.AndroidOS.Small.o 3,7%



A NEW TREND IN THE ANDROID MALWARE WORLD

Trojanized advertisement

Needs root



MOBILE ADVERTISEMENT NETWORKS



MOBILE ADVERTISEMENT NETWORKS



MOBILE ADVERTISEMENT NETWORKS

More agents 

= 

More money

Can be easily deleted

But one day something went wrong…



GOING ROOT

After launching, Trojans attempts to exploit Android OS vulnerabilities 

known to it one after another in order to gain superuser privileges

In case of success, a standalone version of the malware is installed in the 

system application folder (/system/app)

It regularly connects to the cybercriminals’ server, waiting for commands to 

download and install other applications





ANDROID SECURITY MODEL

Key points

Sandboxing

Permissions

Read-Only system partition



ANDROID SECURITY MODEL

Problems

Binder IPC mechanism. Data can be hijacked

Root user exists. And it can break the model



ANDROID SECURITY MODEL

Zygote process

The zygote is a daemon whose purpose is to launch Android applications

It receives requests to launch an application through /dev/socket/zygote. Every launch request 

triggers a fork() system call

When fork() occurs the system creates a clone of the process – a child process that is a full 

copy of a parent

Despite it significantly increases performance, it’s also a convenient way for malware to get 

injected into every running Android application



ANDROID SECURITY MODEL

Gaining root access using kernel root exploit

# mount –o remount,rw /system

# cat /mnt/sdcard/Download/Malware.apk > /system/app/Malware.apk

# mount –o remount,ro /system

…



GOING ROOT

Cybercriminals are able to create their own advertising networks based 

on the botnet of infected devices 

In addition to showing an advertisement, it can actually install the 

promoted application on the device

Even more profit!!!



CHANNELS OF MALWARE DISTRIBUTION

Third-party stores



CHANNELS OF MALWARE DISTRIBUTION

Installation by retailers



CHANNELS OF MALWARE DISTRIBUTION

Installation by retailers

https://www.androidpit.de/xiaomi-mi4-smartphones-werden-teils-

mit-trojaner-ausgeliefert

Public Media Incident 



CHANNELS OF MALWARE DISTRIBUTION

Installation by retailers

http://www.newegg.com/Product/SingleProductReview.aspx?ReviewID=4337361



CHANNELS OF MALWARE DISTRIBUTION

Installation by retailers

http://www.amazon.com/Lenovo-Screen-Android-Qualcomm-Snapdragon/product-reviews/B00SUWBROI



CHANNELS OF MALWARE DISTRIBUTION

Google Play



SECONDARY MALWARE DISTRIBUTION

In our research we discovered that discussed malware families usually install each other

In addition, it installs different kinds of adware. Many adware.

But not only adware…



WHEN ADWARE IS NOT ENOUGH

Introduction

Modular backdoor

Actively abusing the superuser privileges 

Introducing Backdoor.AndroidOS.Triada.a



WHEN ADWARE IS NOT ENOUGH

Triada architecture



WHEN ADWARE IS NOT ENOUGH

Triada architecture



WHEN ADWARE IS NOT ENOUGH

Zygote injection. Start

Loads the library that will check a possibility of the injection and gather some 

information

Check if the injection test was successful

Inject the library into zygote process



WHEN ADWARE IS NOT ENOUGH

Zygote injection. First stage native code

Write patched bytecode into zygote process address space via ptrace system call



WHEN ADWARE IS NOT ENOUGH

Zygote injection. Second stage native code

Map malicious DEX file into the memory and invoke its pppMain method



WHEN ADWARE IS NOT ENOUGH

ISMS binder hijacking



WHEN ADWARE IS NOT ENOUGH

Stealth technology



WHEN ADWARE IS NOT ENOUGH

Triada features for fun and profit

Complicated modular architecture

Using of advanced malware technics

It’s hard to detect and hard to delete

Diversification of the money flows. I.e. cybercriminals get money not only for showing 

advertisements

It can steal not only user’s money but developers’ money as well



MITIGATION PROBLEMS

It’s nearly impossible to uninstall such malware from the device

The first option for user to get rid of such malware is “rooting” his device and delete malicious

applications manually

The second one is to flash stock firmware on the device

And the third option –



CONCLUSION

The complexity of Android malware growing fast

Such threats are created not by individuals but companies and

even, in some cases, by industry. And it takes industry to fight

industry

They provide access to the device for much more advanced and

dangerous malicious applications



THANK YOU!

QUESTIONS?

Mikhail.Kuzin@kaspersky.com

Nikita.Buchka@kaspersky.com
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