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INTRO - Wayne Crowder
● Background - Not insurance

● $dayjob works with insurance industry

● Not a broker

● Not a lawyer

● Not here to sell

● Not here to influence 

● Here to inform and enlighten - zzzzzzzzz







The Metrics and Economics of Cybercrime or Cyber Events

● Hundreds of billions lost world wide
○ Costs the global economy $450-$600 billion a year
○ Projected to reach $2 T by 2019 or $6 T by 2021



2015 Ponemon Breach Report



Ponemon Report - 2016 Cost of Data Breach Study: Global Analysis



Insurance Drives Safety & Security

● Construction - Fire, building codes

● Automotive - Seat belts, safety glass

● Medical - Standards, Procedures

● Cyber security will follow this trend

“Globally cyber insurance market could 
double to $5 billion in annual premiums 
by 2018 and reach at least $7.5 billion by 
the end of the decade, according to a 
report by PwC”  - Source: http://www.reuters.com/article/us-europe-cyber-insurance-idUSKBN0U11NO20151218



Cyber Events Covered By Insurance

● Data theft *
○ PII
○ Bank cards
○ Healthcare records - PHI
○ IP

● Malware
○ Requires due diligence
○ Evaluation of clean environment

● DDOS
● Hacking
● Business interruption
● Phishing attacks & B.E.C
● Cyber extortion - could already have it
● Mistakes



Cyber Policy 101

● 50-60 carriers - possibly 63
○ Growing each year

● First cyber policy
○ 17 years ago - Dot com era

● vs 34 years of D&L claims
● Evolving Year After Year

○ The evolution of the cyber insurance policy
■ Risk and Business Income Loss 
■ Forensics 
■ Laws - state and regulatory
■ Notification - 47 states require
■ ? Infosec services ?

● Cyber policies may be lacking or rough 
● Key evolutions in the next 5-10 years

○ Standards & Metrics collection
○ Influence in security *



What Makes A Good Policy?

● A Good Policy Covers
○ Legal Damages - Defense & Settlement
○ Regulatory Action - Defense & Settlement
○ Crisis Services
○ PCI Fines
○ Availability
○ Extortion - * K & R
○ Some bodily injury - Cyber related perils

● Education is key to a good policy
■ Security is not understood by many brokers

● Ladder or Tower - post 9/11
○ Ladder system for coverage - Like a pyramid

■ Many carriers join to cover policy
■ With primary & largest at base

○ Could affect what is not covered



Goal Of The Cyber Insurance Policy

● Reduce risk
○ Create a cyber policy that fits the org
○ Quality of policy depends on 

■ Talent of your broker 
■ Your premium 

● Coverage
○ All policies are different

● $$$ for Loss
○ Offset potential loss from a cyber incident

■ Not cover the value of data or IP
● Reduce Future Losses or Claims

*Skewed by the broker and the carrier chosen. - It’s the Wild West.
Sources - http://news.stanford.edu/2015/02/13/summit-main-obama-021315/
https://www.whitehouse.gov/the-press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-summit



How Cyber Insurance Reduces Economic Risk?

● Insurance is for when good risk 
management fails

● Allows for recovery from cyber related 
events

● Budget ROI gap until security controls 
can be put in place

● Small and mid-sized businesses are hit 
by 62% of all cyber-attacks

○ 60% of small companies are out of business 
within six months of a cyber related event

● Coverage for unforeseen cyber issues
○ IoT botnets







Cyber Insurance & The EU
● Europe has lagged behind the US market
● Decentralized nature makes it tricky

○ Similar to criminal and legal issues

● Unprepared due to legal issues
○ Lack of notification laws complicate things
○ Netherlands disclosure law - 1 Jan 2016

● Things are changing
● New data protection regulation

○ NIS Directive - 6 July 2016
■ Mandatory to report breaches
■ Takes effect May 2018

○ ENISA
■ Published a recent cyber insurance report 

Source: https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive



Source: https://www.enisa.europa.eu/publications/cyber-insurance-recent-advances-good-practices-and-challenges



UK Government Report

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415354/UK_Cyber_Security_Report_Final.pdf



Insurance vs. Cash

● Is cyber insurance a fit for all situations?

● Self Insurance - CASH positive
○ I am sure you can guess a few..

● Overcome financial loss from an incident 
○ Buy insurance

● A cyber policy is meant as a compliment
○ Not a replacement 



Verticals Buying and Renewing Policies

● Entertainment
● Finance
● Healthcare
● Retail
● Legal
● Technology
● Hospitality
● Services
● Government
● Utilities
● Have I missed anyone?







“The number of Marsh U.S.-based clients purchasing standalone cyber insurance 
increased 27% in 2015 compared with 2014. That followed a 32% increase of 
clients purchasing cyber insurance in 2014 over 2013, and a 21% increase from 
2012 to 2013. This purchasing is supported by more than 50 carriers from around 
the world that potentially can provide more than $500 million in capacity.”

*Testimony of Matthew P. McCabe Senior Vice President Marsh, LLC to the Committee on Homeland Security Subcommittee on Cybersecurity, Infrastructure Protection and Security 
Technologies, “The Role of Cyber Insurance in Risk Management” March 22, 2016 Washington, DC





How The Insurance Industry Is Dealing with Cyber Claims

● Cyber Liability 3.0
○ 1.0 - Liability only 
○ 2.0 - Covered Crisis Loss - Notification laws
○ 3.0 - Added services to help companies
○ 4.0 - Metrics with government oversight
○ ? 5.0 - Use infosec partner’s services ?

● Avoid loss
● Prevention vs. reaction

○ Blood test - Life Insurance
■ Who forces it
■ Who doesn’t

● Do they pay claims?
○ YES!
○ Mostly
○ Known denials



Examples Of Claims - Only Public Allowed
● Data Breaches

○ Sony
■ 1st breach - settled with carrier

○ Anthem - still in litigation - costs rising

● Ransomware
○ SFMTA MUNI - TBD
○ Hospitals - Claims are being paid

● IP Theft
○  Sony - 2nd breach

■ Only $60m in coverage 

● DDOS
○ Mirai
○ 2017 year of IoT insurance?

● I wish I could say more, but ...
Image: http://www.lawyerissues.com/



Malware Impact
● Finance 

○ Tesco Bank - UK

● Manufacturing
○ AFGlobal Corp *
○ ICS

● Entertainment
○ Sony

■ Playstation
■ Entertainment

● Hospitality
○ Trump Hotels x 2
○ Omni Hotels
○ Rosen Hotels
○ Hard Rock Hotel - Las Vegas



Botnet Impact

● Citadel
○ Target? *

■ $90 million covered
■ Almost $300 million cost to date
■ Forecasted breach-related losses will reach $1B

● Necurs & Dridex - Ransomware
○ Healthcare

■ Phishing - Spambots

● Mirai
○ Business Interruption

■ DDOS
● Dyn attack 
● Cost TBD

Source: https://krebsonsecurity.com/2015/09/arrests-tied-to-citadel-dridex-malware/



Ransomware - Cyber Extortion 

● Ransomware - claims up 400%
○ Claims are paid by insurance
○ Most criminals have provided keys after payment

● CryptoLocker
○ In 2014 the FBI estimates $27m stolen in six months

● Locky - Thousands of infections a day
○ Methodist Hospital

■ 4 BTC or $1,600
○ Hollywood Presbyterian

■ 40 BTC or $16,664

● HDD Cryptor
○ SFMTA - MUNI *

■ 100 BTC or $73,000

- https://krebsonsecurity.com/2016/11/san-francisco-rail-system-hacker-hacked



Claims – This Should Wake You Up!

● Claim statistics
○ NetDiligence® 

■ Six years of claims data reports
■ 17 different insurance companies
■ 176 cyber claims studied in 2016  

● Costs associated with claims
○ 1 record (PHI) with a cost of between 

$1.5–2.0M

○ The smallest breach cost was $290 while 
the largest was $15 million

○ Median breach costs ranged from $5,822 
to $1.6M

● A breakdown of claims
○ Wake up - graphs and charts ahead Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 





Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Causes Of Loss

● Hackers 

○ 23%
● Malware/Virus 

○ 21%

44%
Source: NetDiligence® 2016 Cyber Claims Study 



Claims By Types of Costs

● Crisis Services *
○ Forensics 
○ Notification
○ Credit/ID monitoring
○ Legal counsel
○ Miscellaneous other 

● Legal Damages
○ Defense
○ Settlement 

● Regulatory Action
○ Defense and settlement

● PCI Fines
Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 



Source: NetDiligence® 2016 Cyber Claims Study 

US Dollar Based Costs



Source: NetDiligence® 2016 Cyber Claims Study 



2016 Average Payouts

Source: NetDiligence® 2016 Cyber Claims Study 



Not Covered / Denied
● Not covered

○ Value of data or IP
○ Lost sales
○ Brand damage
○ Difficult - State-sponsored espionage

● Not all claims are accepted
○ Sony - GL issue

■ Settled in mediation
○ Cottage Health Network

■ Missing patches…
○ AFGlobal Corp 

■ B.E.C dispute - In litigation
○  Many are

● Property  
○ Property & General Liability 

● Doesn’t cover the theft of money 
○ That’s a crime policy * These may all vary depending on your broker and policies



What Are Insurance Companies Doing To Reduce Risk?

● Focus on prevention

● Cyber security rating of companies – 
health score

● Security services or the blocking traffic to 
avoid risk

● Cyber security education and training 
portals

● Partnering with security companies or 
services



Researchers & Malware 
Analysts Are Superheroes 

● Your hard work has a direct effect - 44% 
○ Especially the small to medium business

■ Many are family owned

● It also reduces risk
○ VERY important to insurance companies

● Provides essential services 
○ Public Companies
○ Manufacturing
○ Government
○ Healthcare
○ Services
○ Utilities







So What Does This All Mean?
● Insurance will become more 

involved with security

● Security companies will 
become more involved with 
insurance

● I’ll give you an example





















Digital Safety?
“With the combination of Norton and LifeLock, we will be able to deliver 
comprehensive cyber defense for consumers,” Symantec Chief Executive Officer 
Greg Clark said in the [company] statement. “This acquisition marks the 
transformation of the consumer security industry from malware protection to the 
broader category of digital safety for consumers.”

● Symantec wants to build new products that leverage LifeLock’s data analytics 
to identify emerging cyber threats

● Transformation from malware protection to digital safety



Crisis Services 



Source: https://us.norton.com/norton-cybersecurity-insights-report-global



What does this all mean again?

● You are the work horses and unsung heroes
● Your research and work is pivotal to the 

evolution of cyber insurance & risk
● Your organization may end up partnering 

with cyber insurance providers
● One day you could work for, or with an 

insurance company
● We need some of you to work in the 

insurance industry to help make it better
● Your company’s security plan may include a 

budget for a cyber insurance policy 
○ $100k on security tools or $1m in insurance?



Conclusion

● Cyber insurance will continue to influence 
security & safety of networks 

● Education is key for improving policies
● Is a compliment, not a replacement
● Economic impact of cybercrime measurable

○ Mitigation and sharing of indicators is measurable

● The merging of security companies and the 
insurance industry to reduce risk

○ Management of costs

● It is your future coworker
○ A new tool for the security team?
○ A cyber insurance policy?



Thank You!

@wacbass


