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The Network Detection Controversy

IoC are the best we have.

IoC are not enough, specially for new malware. Not

to mention how malware evolves.

Payloads are usually not available.

Flows usually are. But what can we do with them?



The Behavioral Proposal

Behavior is one way to go.

Look at the intentions.

Look at what happens in time. Harder to avoid.

But what should we use? Machine... learning...??



The Machine Learning Discussion

Is it working?

>> Amount of Data

<< Time

Validation/Results

Are humans not working?



Stratosphere IPS

https://stratosphereips.org/
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Model the behavior of each connection

Stratosphere Project

Each flow has features that define its state.

Each state is assigned a letter.



The Upatre Proximity Controversy

https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-184-1/

https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-184-1/


The Graph Idealization

Given that the malware connections are generated by

an algorithm, they are related. We hypothesize that

the relationship can be modeled.

Our model produces a graph for each srcIP, where:

Each node is a tuple DstIP, DstPort, Proto.

The sequence of flows from one node to another in

the network are the edges.



The Graph Idealization

Made by Daniel Šmolík, from the Stratosphere team

The more times an edge is found, the thicker it is.

The more times a node is repeated, the bigger it is.

The more times a node loops with it self, the color gets

darker.



The Normality Behavior



The Other Normality Behavior



The Cerber Ransomware Contraption



The Simple Analytic Analysis

Number of nodes.

Number of edges.

Number of times a node loops with itself.

Number of times an edge is repeated.

The percentage of repeating edges from the total edges.



The Behavior of a Host
Cerber Ransomware

Nodes: 566, Edges: 702
Autolooping nodes: 20
Repeating edges: 590 (84%)

Normal I
Nodes: 98, Edges: 263
Autolooping nodes: 47
Repeating edges: 6 (2.2%)

Normal II
Nodes: 1072, Edges: 1881
Autolooping nodes: 95
Repeating edges: 4 (0.21%)



The Extreme Normality Case



Analyzing the Behavior of a Host

Extreme Normal
Nodes: 2,499, Edges: 32,023
Autolooping nodes: 219
Repeating edges: 318 (0.99%)

Other Normals
​1.1%, 1%, 0.9%, 0.9%

Other Malware
​ , Barys: 100%

, Normal+Cerber: 99.75%
, Locky: 97.95%

CTU-179
CTU-186
CTU-183

https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-179-1/
https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-186-1/
https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-183-1/


The Sality Case

(6.2%)



Conclusion and Thanks!

The behavior of the malware can be modeled and
detected.

The behavioral relationships seem to be consistent.
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